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Compliance Program Blueprint

About This Blueprint

If your business operates under HIPAA, SOC 2, PCI DSS, FedRAMP/NIST 800-53, CMMC, or any combination
of those frameworks and your compliance program is currently a once-a-year scramble before the auditor
arrives, this blueprint is the operating model that ends the scramble.

It is for SMB compliance owners, security leads, and operations leaders running compliance programs at
organizations of fewer than 200 people. The blueprint is framework-agnostic in its base structure (the monthly /
quarterly / annual cadences below apply to any compliance program) with framework-specific overlays where
HIPAA, SOC 2, PCI DSS, and FedRAMP have different cadence requirements.

The most useful insight in this blueprint is not the structure. It is the recognition that compliance programs decay
between audits because nobody wakes up Monday morning excited to do compliance work. The blueprint puts
compliance into the same calendar slots every month so it gets done as part of normal operations, not as a Q4
fire drill. The 12-month operating calendar, sample artifacts, and framework overlays make it concrete enough to
actually run.

Why a Compliance Program (Not a Project) Matters Now

Several pressures over the past two years have shifted compliance from an annual exercise to a continuous
operating discipline.

Continuous monitoring is now the explicit expectation. SOC 2 Type II requires controls to operate
effectively over time, not at a moment. FedRAMP requires monthly continuous monitoring (ConMon) reports.
The HIPAA Security Rule Notice of Proposed Rulemaking (NPRM) introduces vulnerability scanning and asset
inventory cadence requirements. PCI DSS v4.0.1 introduced the Targeted Risk Analysis (TRA) cadence
requirement. In every framework, point-in-time compliance is no longer enough.

Buyers ask for evidence that the program is operating, not just that it exists. Enterprise procurement
teams running vendor risk programs increasingly ask for evidence of monthly access reviews, quarterly tabletop
exercises, and recurring vulnerability scans. "We do annual audits" is no longer the answer; "we run a monthly
cadence and here is the last four months of evidence" is.

Cyber insurance underwriting tightened on the same dimension. Underwriters request continuous
evidence: log review cadence, incident response exercise frequency, vulnerability remediation Service Level
Agreement (SLA) adherence. Premium deltas between firms with documented continuous compliance and firms
without can run 30 to 50 percent.

Audit prep cycles shortened. Auditors arriving at SMBs increasingly expect to find current evidence on
demand rather than waiting for the SMB to produce it during fieldwork. A compliance program operating monthly
produces audit-ready evidence on Day 1 of fieldwork; an annual scramble produces it on Day 21.

The blueprint below is the operating model. The 12-month calendar is the schedule. The sample artifacts are the
templates. The framework overlays are the cadence adjustments per framework.
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Compliance Program Blueprint

Roles and Ownership Matrix

A compliance program needs explicit ownership. For SMBs, one person often fills multiple roles; what matters is
that each responsibility is named, not assumed.

Compliance Owner. Coordinates the program, owns the calendar, runs the monthly status check-in, escalates
issues to the Executive Sponsor, owns audit-prep activities, owns the Plan of Action and Milestones (POA&M).
Typical title: Compliance Lead, Director of Compliance, COO, or contracted virtual Chief Information Security
Officer (vCISO) for very small SMBs.

Security Lead. Owns technical controls, vulnerability management, incident response, security tooling. Runs
monthly vulnerability scans, monthly log reviews, quarterly tabletop exercises. Typical title: Security Lead, IT
Security Manager, vCISO, or shared with the IT Lead in very small SMBs.

IT Lead. Owns infrastructure, identity and access management, patch management, configuration baselines.
Runs monthly patch verification, monthly access provisioning/deprovisioning audits, change management.
Typical title: IT Lead, Director of IT, Head of Engineering.

Executive Sponsor. Budget authority for compliance investments, strategic decisions on framework selection,
escalation path for risk acceptance decisions. Typical title: CEO, COO, CFO. Engages monthly via a status
check-in and quarterly via a deeper program review.

Control Family Owners. Designated responsible parties for each control area (e.g., Human Resources owns
workforce training and termination procedures; Finance owns vendor management and BAA inventory; Legal
owns policy review). For SMBs, these often roll up to the Compliance Owner with delegated execution.

The ownership matrix is the first artifact your compliance program needs. Without it, the cadence below has no
owners and falls apart by Month 3.

Monthly Cadence

Six activities run every month. Each takes between 30 minutes and 4 hours depending on company size and
tooling maturity.

1. Access reviews

Verify user permissions match current roles; deprovision separated workforce. SOC 2, HIPAA, and PCI
DSS all require this; auditors look for documented monthly evidence in firms with mature programs and
quarterly evidence at minimum.

Owner: IT Lead   |   Time: 1-2 hours for SMB scope   |   Evidence: access review export, sign-off from IT Lead and
Compliance Owner.
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2. Vulnerability scanning and remediation

Run automated scans across in-scope systems; document findings; track remediation per the SLA defined
in the SSP or program documentation.

Owner: Security Lead   |   Time: 2-4 hours for SMB scope (mostly review of automated output)   |   Evidence: scan
summary report, remediation tickets, exception approvals.

3. Audit log review

Confirm logs are collecting from all in-scope sources, retention is meeting framework minimums, no source
has gone silent unexpectedly. Spot-check anomalies.

Owner: Security Lead   |   Time: 1-2 hours   |   Evidence: log review checklist, anomaly investigations.

4. Evidence snapshots

Capture the current state of key controls (configurations, policies, training records, BAA inventory). Even
short snapshots build a longitudinal evidence trail that makes audit prep painless.

Owner: Compliance Owner   |   Time: 1-2 hours with automation; 3-5 hours manual   |   Evidence: evidence catalog
updates, version-stamped snapshots in your evidence store.

5. Patch verification

Verify patches applied within required SLA windows; document any exceptions with approval.

Owner: IT Lead   |   Time: 30 minutes to 1 hour   |   Evidence: patch summary report, exception register.

6. Incident review

Review any security incidents from the past month; update incident response procedures if patterns
emerge. Even a "no incidents" month gets a brief documented review.

Owner: Compliance Owner with Security Lead   |   Time: 30 minutes typical   |   Evidence: incident log entry (or "no
incidents" record), updated procedures if changed.

Total monthly time investment for an SMB: 6-15 hours across the team, depending on company size and
tooling.

Quarterly Cadence

Six activities run every quarter, in addition to the monthly cadence. Each is more substantive but still bounded.
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1. Policy review

Review and update security policies to reflect current operations. New tools, new vendors, new workflows
trigger updates.

Owner: Compliance Owner   |   Time: 4-8 hours per quarter   |   Evidence: policy version history, change log.

2. Risk register update

Revisit the risk register; account for new systems, vendors, business changes. Re-rate any risks where
likelihood or impact has shifted. Close risks where remediation is complete.

Owner: Compliance Owner   |   Time: 2-4 hours   |   Evidence: updated risk register with quarter-stamp.

3. Tabletop exercise

Walk through an incident scenario with the team. Rotate scenarios across quarters (account compromise,
ransomware, data exfiltration, insider threat, vendor breach). Document lessons learned and procedure
updates.

Owner: Security Lead   |   Time: 2-3 hours including prep and debrief   |   Evidence: tabletop script, attendance list,
after-action notes.

4. Vendor reviews

Confirm third-party vendors handling regulated data still meet security requirements. BAAs current. SOC 2
reports collected and reviewed. Risk-rated vendor inventory updated.

Owner: Compliance Owner   |   Time: 4-6 hours   |   Evidence: vendor inventory with current status, BAA expiration
tracker.

5. Control effectiveness review

For a sample of controls, verify they are still operating as designed. Look beyond "is it on" to "is it producing
the intended outcome."

Owner: Security Lead   |   Time: 4-6 hours   |   Evidence: control test results, identified ineffective controls flagged for
remediation.

6. Training compliance check

Verify all workforce members completed required security awareness training in the period. Identify and
assign refresher training to anyone overdue.

Owner: Human Resources or Compliance Owner   |   Time: 1-2 hours   |   Evidence: training completion report.

Total quarterly time investment: 17-29 hours across the team, on top of monthly activities.
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Annual Cadence

Five activities run once per year, on top of monthly and quarterly cadences.

1. Audit preparation

Compile the year's evidence by control family. Identify any remaining gaps. Engage assessor or audit firm if
not already in place. For SOC 2, this is the Type II observation period evidence package; for HIPAA, this is
the audit-readiness package; for FedRAMP, this is the annual assessment cycle.

Owner: Compliance Owner   |   Time: 40-120 hours over a 4-6 week window for SMB scope   |   Evidence: assembled
evidence package, gap closure documentation.

2. Penetration testing

Engage a qualified penetration testing firm. Required by PCI DSS v4.0.1 (Requirement 11.4),
recommended by SOC 2 and HIPAA, required by FedRAMP. Document findings and remediation.

Owner: Security Lead   |   Time: 3-6 weeks elapsed; 10-20 hours of internal time   |   Evidence: pen test report,
remediation tracker, retest results.

3. Annual training refresh

Update security awareness content to reflect current threats and operations. Ensure all workforce members
complete the refreshed content.

Owner: Human Resources or Compliance Owner   |   Time: 8-16 hours for content development; ongoing tracking   |  
Evidence: updated training materials, completion records.

4. Program review

Step back from operating the program and evaluate the program itself. What is working? What is not?
Where is cadence too tight? Too loose? Adjust ownership and cadence for the coming year.

Owner: Executive Sponsor with Compliance Owner   |   Time: 4-8 hours including documentation   |   Evidence:
program review minutes, adjusted blueprint document.

5. Framework update review

Check for updates to applicable compliance frameworks (HIPAA NPRM publication, PCI DSS revisions,
NIST 800-53 patches, FedRAMP rev transitions, CMMC phase updates). Identify any cadence or control
changes needed.

Owner: Compliance Owner   |   Time: 2-4 hours   |   Evidence: framework update memo, action items.

Total annual time investment: 67-184 hours, concentrated in the audit prep window.
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The 12-Month Operating Calendar

Pin this to a wall. The cadences above turn into a literal calendar so the work happens on schedule. This
sample assumes a January-start fiscal year and a SOC 2 Type II audit in October-November; adjust dates to
match your audit cycle.

Month 1 (January): Program kickoff. Ownership matrix finalized. Calendar published. Risk register baselined.
Policies refreshed from last year's gaps. First monthly cadence runs
end-of-month.

Month 2 (February): First full operating month. Monthly cadence runs. Quarterly activities begin (policy
review, risk register update). Year's tabletop scenarios
scheduled.

Month 3 (March): End of Q1. Quarterly activities complete: first tabletop (account compromise), first vendor
review cycle, first control effectiveness review, training compliance check.

Month 4 (April): Q2 begins. Monthly cadence. Mid-cycle vendor BAAs reviewed. New-hire training audit.

Month 5 (May): Mid-year posture check. Compliance Owner runs an informal mid-year self-assessment.
Identifies any drift from program targets. Prepares short note for
Executive Sponsor.

Month 6 (June): End of Q2. Quarterly activities: second tabletop (ransomware scenario), second vendor review
cycle, second control effectiveness review. Risk register update with H1 changes.

Month 7 (July): Penetration testing. Annual penetration test scheduled and runs. Findings logged into
POA&M. Remediation begins.

Month 8 (August): Pen test remediation. Critical and high findings remediated. Retest scheduled. Monthly
cadence continues.

Month 9 (September): End of Q3 + audit prep starts. Quarterly activities: third tabletop (data exfiltration
scenario). Audit prep begins: evidence assembly across
all control families.

Month 10 (October): Audit fieldwork. SOC 2 Type II audit fieldwork (or HIPAA assessment, or FedRAMP
annual assessment). Compliance Owner is fully engaged. Monthly
cadence may be lighter this month.

Month 11 (November): Audit close-out and program review. Audit findings documented. Remediation
begins. Annual program review with Executive
Sponsor: what worked, what did not, what
changes for next year.

Month 12 (December): Annual training refresh, framework update review. Annual training content updated
and assigned. Framework
update review for changes
coming next year. Year-end risk
register update. Calendar
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published for the coming year.

The calendar repeats. By Month 13 (January of Year 2), the program is in steady-state and audit prep takes
50% less effort than Year 1.
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Sample Artifacts

The blueprint above is the structure. The artifacts below are what the structure produces. Copy these templates
into your compliance program; adapt the wording but preserve the structure.

Sample Risk Register Entry

Risk ID:           R-2026-007

Title:             Encryption keys stored in source code repository

Description:       Discovered Day 1 of code review: production database

                   encryption key committed to private GitHub repo on 2025-09-14.

                   Repo is private but exposes key to anyone with read access (12 users).

Likelihood:        Medium (insider misuse possible; external compromise unlikely)

Impact:            High (PHI database; breach notification triggered if accessed)

Risk rating:       High

Owner:             Security Lead (M. Chen)

Mitigation plan:   1) Rotate the key (immediate)

                   2) Move all keys to AWS KMS / Azure Key Vault (within 30 days)

                   3) Revoke historical commit (git history rewrite + force push)

                   4) Add pre-commit hook to detect committed secrets (within 60 days)

Target close:      2026-07-15

Status:            In progress (Steps 1-2 complete; Steps 3-4 in progress)

Last updated:      2026-05-08

Sample POA&M Entry

Item ID:           POAM-2026-014

Source:            Internal vulnerability scan, 2026-04-22

Finding:           CVE-2024-XXXX, Critical, on three production EC2 instances

Affected systems:  prod-app-01, prod-app-02, prod-app-03

Risk rating:       Critical

Owner:             IT Lead (J. Reyes)

Remediation:       Patch via AWS Systems Manager Patch Manager, with 24-hour

                   maintenance window scheduled 2026-05-04

Target completion: 2026-05-04

Status:            Remediated 2026-05-04, verified by retest 2026-05-05

Closed:            2026-05-05

Evidence:          Patch verification report attached; retest scan clean
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Sample Artifacts (continued)

Sample Tabletop Exercise Script (Account Compromise)

Scenario:    Tuesday morning. The Compliance Owner receives an automated

             alert: "Login from new device, new geolocation (Bucharest, Romania)

             for user maria.gonzalez@acme.com at 03:47 AM Eastern."

             Maria is a Senior Account Manager based in Atlanta, GA.

Inject 1:    The alert was sent at 03:50 AM. It is now 9:00 AM. The Compliance

             Owner just opened it. What is the team's first move?

Discussion:  - Who notifies whom?

             - Is the account locked first or investigated first?

             - What evidence is captured before lockout?

             - Who reaches Maria, on what channel?

Inject 2:    Maria confirms she has not traveled. Audit logs show two file

             downloads from her account between 03:48 and 03:55:

             "Q2-pricing.xlsx" and "customer-roster.xlsx."

             Both contain customer-sensitive data. What is the team doing now?

Inject 3:    Investigation reveals Maria's password was reused from a public

             breach dataset. MFA on her account was set to SMS, which was

             defeated by SIM-swap. What is the team's response to the root cause?

After-action:

- What worked? What broke down?

- What procedure changes are required?

- Who owns each change with what target date?
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Sample Artifacts (continued)

Sample Monthly Status Report Template

COMPLIANCE PROGRAM MONTHLY STATUS

Month:             May 2026

Compliance Owner:  D. Howell

Reporting to:      CEO, COO

Monthly cadence completed:

- Access reviews:           Yes (sign-off attached)

- Vulnerability scanning:   Yes (12 critical/high findings; 10 remediated)

- Audit log review:         Yes (one anomaly investigated, false positive)

- Evidence snapshots:       Yes (all 14 control families)

- Patch verification:       Yes (98% within SLA; 2 exceptions approved)

- Incident review:          One incident (phishing blocked, reported, closed)

Open items:

- POAM-2026-014:  Critical CVE on prod EC2; remediated and closed this month

- POAM-2026-019:  Vendor SOC 2 report overdue; expected by 2026-05-30

Risk register changes:

- New: R-2026-009 (third-party SaaS not on HIPAA-eligible list)

- Closed: R-2026-007 (encryption keys; mitigation complete)

Audit prep status:  4 months until SOC 2 fieldwork (October)

                    Evidence assembly 35% complete

Asks for leadership:

- Approve $4,200 budget for AWS Config Conformance Pack add-on

Sample Evidence Catalog Row

Control ID:        AC-2 (Account Management)

Framework refs:    NIST 800-53 AC-2 / SOC 2 CC6.2 / HIPAA 164.308(a)(4)

                   PCI DSS Req 7.2

Description:       Workforce member accounts created, modified, and removed

                   per documented procedure

Implementation:    AWS IAM Identity Center centralized; provisioning via Okta;

                   deprovisioning workflow in HR system triggers IAM removal

                   within 24 hours of separation

Evidence cadence:  Monthly access review export; quarterly access review sign-off

Evidence pointer:  s3://acme-evidence/ac-2/2026-05/

Last reviewed:     2026-05-01 by IT Lead

Next review:       2026-06-01 (monthly access review)
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Sample Quarterly Tabletop Schedule

Q1 (March):     Account compromise / credential theft

Q2 (June):      Ransomware affecting production systems

Q3 (September): Data exfiltration via cloud storage misconfiguration

Q4 (December):  Vendor breach (cloud provider or major SaaS)

These are five artifacts. A mature compliance program produces and maintains 30-50 of them. The artifacts
above are the starting set; build the rest as the program runs.

Framework-Specific Cadence Overlays

The base cadence applies to any compliance program. Each framework adds specific cadence requirements on
top of the base. Use this section to layer your framework requirements onto the calendar.

HIPAA. Annual risk analysis required (164.308(a)(1)(ii)(A)); add to Month 1 or Month 12 of the calendar. Annual
workforce training required; add to Month 12. Incident response plan testing required (frequency not specified,
but tabletop quarterly is mature practice). Audit log retention 6 years from creation per 45 CFR 164.316(b)(2)(i);
ensure log retention configuration verified during monthly audit log review. The proposed HIPAA Security Rule
NPRM adds vulnerability scanning cadence and asset inventory cadence requirements when finalized.

SOC 2 Type II. Trust Services Criteria operate effectively over an observation period (typically 6-12 months for
first audit, 12 months thereafter). Continuous evidence collection essential. Quarterly tabletop strongly
recommended. Vendor risk assessments required at least annually; quarterly preferred. Penetration testing
required; annual at minimum.

PCI DSS v4.0.1. Quarterly internal vulnerability scans (Requirement 11.3.1); add to monthly cadence (running
monthly is more mature than the v4.0.1 quarterly minimum). Annual penetration testing (Requirement 11.4).
Quarterly Authorized Scanning Vendor (ASV) external scans for in-scope merchants (Requirement 11.3.2).
Annual risk assessment (Requirement 12.3). Targeted Risk Analysis (TRA) cadence per Requirement 12.3.1
(introduced in v4.0.1; cadence varies per requirement).

FedRAMP. Continuous Monitoring (ConMon) required: monthly vulnerability scan reports submitted to agency
or 3PAO, monthly POA&M updates, quarterly IT Contingency Plan tests, annual incident response tests, annual
penetration testing, ongoing significant change processes. ConMon is the most rigorous of the
framework-specific cadences; align your base monthly cadence to FedRAMP ConMon if pursuing or holding
FedRAMP authorization.

CMMC Level 2. Annual self-assessment (or third-party C3PAO assessment in Phase 2 starting November 10,
2026, depending on contract requirements). Continuous monitoring expectations align with NIST 800-171 Rev
2; tabletop frequency aligned with quarterly is appropriate.

The right approach for SMBs running multiple frameworks: build the base cadence above, layer the strictest
framework's requirements onto it. If you run HIPAA and SOC 2 together, SOC 2's continuous evidence
collection drives the cadence. If you run FedRAMP and anything else, FedRAMP's ConMon drives the cadence.
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Common Patterns We See

Across SMBs running compliance programs, the same five decay patterns show up over and over.

1. The "we did it for last year's audit" momentum loss. The program is built for the first audit, then
enthusiasm drops. By Month 4 of Year 2, the cadence is slipping. The fix: pin the calendar to a wall, schedule
the activities as recurring meetings, and report monthly to the Executive Sponsor so the program has visibility.

2. The "compliance is the Compliance Owner's job" diffusion of responsibility. When everything routes
through the Compliance Owner, the program bottlenecks at one person and degrades when they are out. The
fix: explicit ownership matrix, control family owners, distributed accountability with the Compliance Owner as
coordinator rather than executor.

3. The "we only document during audit prep" evidence gap. Controls operate but evidence is not captured
month-by-month, so audit prep becomes a forensic exercise. The fix: monthly evidence snapshots even when
nothing has changed, and an evidence catalog that tracks where each artifact lives.

4. The "tabletop in name only" exercise. Tabletops happen but the team treats them as a checkbox; no real
scenarios, no real lessons learned, no real procedure updates. The fix: rotate scenarios across quarters, invite
people who would actually be involved, document after-action notes with named owners and target dates for
procedure changes.

5. The "policies haven't changed in 18 months" staleness. Policies were drafted, approved, and never
touched. Operations evolved; the policies did not. Auditors notice. The fix: quarterly policy review for the
most-active policies (incident response, access management, change management); annual review for
everything else.

If your program is more than a year old, at least three of these patterns have probably crept in. The annual
program review is when you catch and reset.

A Worked Example

An 18-person Software-as-a-Service (SaaS) firm running on AWS, holding both SOC 2 Type II and HIPAA
programs, adopted this blueprint at the start of 2026 after their first SOC 2 audit produced 14 findings (most
cadence-related: missing monthly access reviews, missing quarterly tabletops, no formal risk register).

Month 1 (January): Compliance Owner (the COO) finalized the ownership matrix. Two part-time roles
emerged: Security Lead (the existing Head of Engineering) and IT Lead (an existing senior engineer). HR Lead
picked up workforce training cadence. Calendar published; first monthly cadence ran end-of-month with 3 hours
total team effort.

Months 2-3 (February-March): Monthly cadence smoothed. First quarterly tabletop ran in March covering an
account compromise scenario. Three procedure updates emerged from the tabletop after-action; all closed
within 30 days.
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Months 4-6 (April-June): Quarterly cadence stabilized. Vendor review cycle surfaced two vendors with expiring
SOC 2 reports; both renewed within 60 days. Risk register grew from 14 entries (carry-over from audit findings)
to 23 entries; 9 closed, 14 active, all with owners.

Month 7 (July): Annual penetration testing engagement. Two critical findings; both remediated within 21 days.
Three high findings; two remediated, one accepted as residual risk via Executive Sponsor approval.

Months 8-9 (August-September): Pen test remediation closed out. Audit prep started in September. Evidence
assembly was 80% automated due to the monthly evidence snapshots; the remaining 20% was manual artifacts
(BAA copies, signed policy revisions).

Month 10 (October): SOC 2 Type II fieldwork. Auditors opened with "your evidence is more current than most
of our clients" feedback. Audit produced 3 findings (down from 14 the prior year); all minor, all closed within 30
days.

Months 11-12 (November-December): Audit close-out, annual program review, training refresh, framework
update review for the coming year.

Year 2 effort: roughly 35-40% lower than Year 1 because the cadence had momentum and the artifacts had
templates. The Compliance Owner moved from spending ~25% of their time on compliance to ~12-15%. The
team treated compliance as part of normal operations rather than as a project.

The blueprint was the operating model. The calendar was the schedule. The artifacts were the templates. The
result was a 3-finding audit instead of a 14-finding audit, plus reclaimed Compliance Owner bandwidth.

Cost Expectations

What does running a continuous compliance program actually cost an SMB? Honest ranges, with what pushes
them up and how to hold them down.

Year 1 setup (program design and initial cadence rollout). $15,000 to $50,000 for a typical SMB scope:
program design and ownership-matrix workshop ($3-10k), initial policy package ($3-15k), continuous monitoring
tooling ($3-15k/yr), Compliance Owner training or vCISO retainer ($5-25k/yr). Pushed up by complex
multi-framework scope, large workforce, and pre-existing technical debt. Held down by adopting an off-the-shelf
framework starter kit and hiring a vCISO for retained advisory rather than full-time staff.

Annual operating cost (program execution). $25,000 to $100,000 per year for a typical SMB: continuous
monitoring tooling ($5-25k), audit/assessment fees ($10-50k for SOC 2 Type II depending on scope; FedRAMP
and CMMC are higher), penetration testing ($5-25k), training platform and content ($1-10k), Compliance Owner
time (depending on whether internal or contracted vCISO). Held down by automating evidence collection so the
Compliance Owner spends time on judgment work rather than document gathering.

Total Year 2+ cost. $25,000 to $100,000 per year ongoing, on top of the Year 1 setup. The largest single line is
typically the audit/assessment fee plus the Compliance Owner's time.

The cost driver to watch. Manual evidence gathering. Without continuous monitoring tooling and automated
evidence pipelines, the program runs on Compliance Owner time and degrades when that time is not available.
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Investing $10-20k/year in continuous monitoring tooling typically saves 200+ hours of annual Compliance
Owner time.

Where to Go From Here

The Compliance Program Blueprint sits in a longer compliance journey. Depending on your situation, the natural
next moves:

If you are starting from scratch: Take the Cloud Compliance Foundation Worksheet first. It is the entry-point
assessment that this blueprint operates on top of. Free at pandoracloud.net/foundation-worksheet.

If you are pursuing SOC 2 Type II specifically: Pick up the SOC 2 Readiness Checklist. Use this blueprint to
operate the program once readiness is in place. Free at pandoracloud.net/soc2-readiness-checklist.

If you are pursuing HIPAA specifically: Pick up the HIPAA Cloud Compliance Checklist. Free at
pandoracloud.net/hipaa-cloud-checklist. If you also process card payments, the HIPAA & PCI Readiness
Checklist covers the cross-framework view: pandoracloud.net/hipaa-pci-checklist.

If you are pursuing federal authorization (ATO, FedRAMP, CMMC): Pick up the ATO Readiness Checklist.
The 90/60/30-day pre-authorization timeline plus this blueprint's continuous monitoring cadence is what auditors
expect. Free at pandoracloud.net/ato-readiness-checklist.

If you want the cross-framework strategic view: Pick up the Future of Cloud Compliance Whitepaper. It
includes the cross-framework control mapping and the maturity ladder this blueprint operates on. Free at
pandoracloud.net/future-of-compliance-whitepaper.

If continuous monitoring tooling selection is your next decision: Pick up the Continuous Monitoring Toolkit.
Free at pandoracloud.net/continuous-monitoring-toolkit.

If the technical landing zone underneath your program is informal: Pick up the Cloud Landing Zones
Guide. This blueprint covers the operational layer (named owners, cadence, reviews); the Guide covers the
technical foundation those operations need to stand on. Free at pandoracloud.net/cloud-landing-zones-guide.

In every case, the cadence above is the operating discipline. The artifacts above are the templates. Build them
once; run them every month.

Framework Updates to Watch

The compliance landscape is in motion. The citations and controls in this blueprint are accurate as of May 2026,
but several frameworks have updates in progress that will affect cadence requirements over the next 12 to 24
months.

HIPAA Security Rule (NPRM published January 2025). The Department of Health and Human Services
published a Notice of Proposed Rulemaking on January 6, 2025. Final rule expected late 2025 or 2026 with a
180-day compliance period. Key cadence-relevant proposed changes: vulnerability scanning cadence
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requirements, asset inventory update cadence, tightened risk analysis cadence. When the final rule lands,
expect to layer additional monthly or quarterly activities into the calendar.

PCI DSS v4.0.1 (current and stable). v4.0.1 became fully mandatory March 31, 2025. Targeted Risk Analysis
(TRA) cadence requirements introduced in v4.0.1 are now in effect. Calendar should reflect TRA cadence per
requirement.

SOC 2 / AICPA Trust Services Criteria (stable). The 2017 Trust Services Criteria with revised 2022 Points of
Focus remains the current standard. The American Institute of Certified Public Accountants (AICPA) periodically
updates Points of Focus without changing the underlying criteria; the framework has been stable for new audits.

NIST 800-53 Rev 5 / FedRAMP (stable). FedRAMP officially moved to Rev 5 in May 2023. ConMon cadence is
unchanged. Continue running monthly cadence per existing FedRAMP guidance.

CMMC 2.0 (in phased rollout). Phase 2 (Level 2 third-party assessments via C3PAOs) begins November 10,
2026. If your business sells to defense agencies under CUI contracts, layer a CMMC self-assessment cadence
into the calendar today; transition to C3PAO-assessed cadence when Phase 2 applies to your contracts.

Continuous Authorization to Operate (cATO). DoD and civilian agency cATO models continue to shift
authorization away from three-year point-in-time renewals toward continuous monitoring evidence streams.
SMBs operating in this direction should be designing the cadence above to produce continuous evidence rather
than periodic snapshots.

What this means for you: the HIPAA Security Rule final-rule publication is the most material upcoming cadence
change. Everything else is stable for the immediate future.
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Program Maturity Self-Assessment

Use the questions below to score your current program maturity. Award one point per "yes."

Cadence (out of 6)

We run monthly access reviews with documented sign-off.

We run monthly vulnerability scans with remediation tracked in a POA&M.

We capture monthly evidence snapshots even when nothing has changed.

We run quarterly tabletop exercises with rotating scenarios.

We perform annual penetration testing with documented remediation.

We refresh annual workforce security awareness training.

Roles (out of 4)

We have a written ownership matrix with named individuals.

The Executive Sponsor receives a monthly compliance status report.

Control family owners are designated for each control area.

Backup ownership is defined for the Compliance Owner role.

Artifacts (out of 5)

We maintain a current risk register with at least quarterly updates.

We maintain a POA&M with all gaps tracked, owners assigned, target dates set.

We maintain a vendor inventory with BAA expiration tracking.

We maintain an evidence catalog mapping each control to artifact pointers.

Our policies have been reviewed and updated within the last 12 months.

Total out of 15: _______

13 to 15: Mature program Cadence and artifacts in place. Focus on continuous improvement
and framework-update preparation.

9 to 12: Operating with gaps Identify the missing items and close them within the next quarter.

5 to 8: Foundational Structure in place but cadence not yet steady-state. Focus on the
monthly cadence first.

Below 5: Project-mode complianceThe program runs as an annual exercise. Adopt this blueprint and
run it for 12 months.
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A Note on Pandora Cloud

Pandora Cloud is a Women-Owned Small Business and an Amazon Web Services (AWS) Advanced Tier
Partner with a Defense Counterintelligence and Security Agency (DCSA) Secret-level Facility Clearance and
Cybersecurity Maturity Model Certification (CMMC) Level 2 self-assessment status. We help regulated SMBs
across healthcare, finance, legal, insurance, and defense build compliant cloud environments and operate them
as part of normal business, not as periodic audit projects.

If you are scoring below 13 of 15 on the maturity self-assessment and want a second set of eyes on which
cadence to prioritize, we offer free 30-minute consultations.

Ready to operate compliance as a program?

Schedule a free 30-minute consultation. We will walk through your maturity score and help you prioritize
the next quarter.

pandoracloud.net/#schedule-consultation

Pandora Cloud LLC | WOSB | AWS Advanced Partner | pandoracloud.net 18

https://pandoracloud.net
https://pandoracloud.net/#schedule-consultation
https://pandoracloud.net


Compliance Program Blueprint

Glossary

For readers new to compliance program vocabulary, this glossary names the most common terms used in this
blueprint.

3PAO (Third Party Assessment Organization)
Independent organization accredited to perform FedRAMP security assessments.

BAA (Business Associate Agreement)
Contract under HIPAA between a covered entity and a third party handling Protected Health Information (PHI).
Required for any vendor that touches patient data.

C3PAO (CMMC Third-Party Assessment Organization)
Organization authorized to perform CMMC Level 2 assessments on behalf of DoD contractors.

cATO (Continuous Authority to Operate)
Authorization model that replaces three-year point-in-time renewals with continuous monitoring evidence
streams.

CMMC (Cybersecurity Maturity Model Certification)
DoD's certification framework for contractors handling FCI or CUI.

ConMon (Continuous Monitoring)
Ongoing collection of evidence demonstrating that authorized controls remain effective. FedRAMP requires
monthly scan reports and quarterly POA&M updates at minimum.

FedRAMP (Federal Risk and Authorization Management Program)
Federal program standardizing security assessment for cloud services used by federal agencies.

HIPAA (Health Insurance Portability and Accountability Act)
US law governing protection of personal health information.

NPRM (Notice of Proposed Rulemaking)
Federal rulemaking document proposing changes to existing regulations. The HIPAA Security Rule NPRM was
published January 6, 2025.

OCR (Office for Civil Rights)
US Department of Health and Human Services agency that enforces HIPAA.

PCI DSS (Payment Card Industry Data Security Standard)
Industry-mandated standard for organizations handling credit card data. Currently at v4.0.1.

POA&M (Plan of Action and Milestones)
Tracked list of known control gaps with owners, target completion dates, and remediation status.

SLA (Service Level Agreement)
Defined target for an activity, e.g., a 24-hour SLA for terminating-employee access revocation.

SOC 2 (Service Organization Control 2)
AICPA framework for evaluating service organization controls over Security, Availability, Processing Integrity,
Confidentiality, and Privacy.

TRA (Targeted Risk Analysis)
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PCI DSS v4.0.1 introduced concept where specific requirements have customer-determined cadence based on
documented risk analysis.

Trust Services Criteria (TSC)
AICPA criteria that SOC 2 audits evaluate against. Five categories: Security, Availability, Processing Integrity,
Confidentiality, Privacy.

vCISO (virtual Chief Information Security Officer)
Contracted senior security leadership engagement. Common pattern for SMBs that need CISO-level expertise
without a full-time hire.
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